— O6wenpaBoBble Npobnembl NPaBOBOrO PEryNUPOBaHUS U NPAKTUKM NPOTUBOAENCTBUS
npecTynHocT —

Bce mepeuncneHHsle mpoOIeMBl, BO3-
HUKalome B cepe MpOoTHBOACHCTBUS He-
3aKOHHOMY  O0OpOTYy  HapKOTHYECKUX
CPEACTB M IICUXOTPOIIHBIX BELIECTB, NPEO-
JOJINMBI COTPYIHHUKAaMU OPraHOB BHYTPEH-
HHUX JEN: B XOJ€ OCYLIECTBICHHUS aJIMHHU-
CTPATUBHO-IOPUCANKIHOHHBIX TOJTHOMOYHHA

JIOJDKHOCTHOE JIMIIO OpraHa BHYTPEHHHUX
JIe]l TIpy T00BIX 00CTOSTENbCTBAX 0053aHO
pykoBoacTBoBaTbcsi HopMamu KoAIl P®;
NPy TMPOBEACHUU CJICACTBEHHBIX W HHBIX
MPOIECCYANbHBIX JEWCTBUM — TOIBKO MOJIO-
JKEHUSIMH yTOJIOBHO-TIPOILIECCYaTbHOTO 3a-
KOHOJIaTEILCTBA.

Hacwvipos P.P.

Ybumckuii opuandecknit UHCTUTYT MBI Poccun

HekoTopble acnekTbl NPOTUBOAEWCTBUA HE3aKOHHOMY 060POTY HapPKOTNYECKUX
CPeAcTB, NCMXOTPONHbLIX BEWECTB, U UX aHaNoroB

WnpopMannoHHbIe TEXHOJIOTHH BHEJ-
pAIOTCSA BO BCe c(ephl KU3HM YEJIOBEKa, U
npectynHas chepa He SBIAETCS HCKIIOYE-
HueM. MHpopmanuoHHO-TEIEKOMMYHHKA-
LMOHHasA ceTh MHTepHET U HHpOpMaLUOH-
HbIE TEXHOJIOTHH IO3BOJIIIIM HApKOOU3HECY
BBIATH Ha HOBBIH yPOBEHb U MPHUBJICYb BHU-
MaHHE OIPOMHOI'0 KOJIMYECTBA JIFOJICH.

NHpopManHOHHO-TEICKOMMYHUKAIIH-
OHHBIE TEXHOJOTHH Ha COBPEMEHHOM 3Tare
pa3BUTHS aKTUBHO CHOCOOCTBYIOT pa3BHU-
THIO U MOJIEPHHU3aIMH HAPKOCETH, MOCPE]I-
CTBOM KOTOPOH OCYIIECTBISETCS PO3HUY-
Hasg M ONTOBas NpoJa)ka HAPKOTHUYECKUX
CPEJICTB, IICUXOTPOITHBIX BEIIECTB M UX aHa-
noroB. K ToMy ke npecTynHbII 3JIeMEHT 1o~
CTOSIHHO MOBBIIIAET MEPbl KOHCIHUPALHH,
3aAQPOBAHHOCTD NEKTPOHHBIX TEPMHUHA-
JIOB M CETEBBIX PECYPCOB, KOTOPBIE CIYXkKaT
JUTs1 TIEPEBO/JIA ICHEXKHBIX CPEJCTB 32 HAPKO-
tuku. K Hanboliee pacnpocTpaHeHHBIM HH-
TEepHET-IIJIOIaKaM U MECCeHIKepaM OTHO-
carcs DarkNet, LegalRC, Iklad, DarkWeb,
AlphaBay Market, Daffy Duck, Silkkitie,
AS, Lambo, Ramp, Dream Market, Silk
Road, Hansa, BigRC.biz, Telegram. Apxum
MPUMEPOM BBICTYNAET pa3BepHyTas B JapK-
HET IPOCTPAHCTBE TOPToOBas  ILUIOINAJKA
«Hydray, ocymecTiustomas paboTy mo He-
JeranbHOM  mpojake  HApPKOTHYECKUX
CPEACTB, OpyXKus, padoB, MOANEIbHBIX [0-
KYMEHTOB M JE€HEXHBIX CPEICTB, IIPEno-
CTaBJICHUH XaKEPCKHUX YCIyT, 3amun@poBKa
aKKayHTOB Kak Ha Tepputopuu crpad CHI,
tak u Poccuiickoit ®engepannu.

Ha ceropnsAmHuil IeHb JapKHET-Map-
ketmneiic «Hydra» BmemaeT B cebe Oonee
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2,7 MunnmroHa akkayHToB u ¢ 2017 r. 65110
aKKyMmyJupoBaHo Oomee 70 MumHapaoB
pyOueii. BzaumopacueTsl MeXIy MOJIb30Ba-
TENSIMH OCYIIECTBISIOTCS Yepe3 KPUITOBA-
JOTY, KoTOpast QopMHUPYET Oapbep JUIs mpa-
BOOXPAHUTEIbHBIX OPTaHOB.

PaccMarpuBas ke WHBIE MapKeTILICHCHI
B TCHEBOM CerMeHTe ceTH MHTepHeT, CTOUT
OTMETHUT, YTO HA HUX MEPEBOJ JCHEKHBIX
CPEICTB MEX/1y IPOAABIIOM U MOKYIIaTeIeM
JIOTIYCKaeTCs MOCPEJACTBOM IIATEKHBIX CH-
creM (Hampumep, SAuaekc./enbru, Qiwi,
WebMoney u np). Kak npasumno, B Qiwi oT-
KPBIBAIOTCSI HECKOJIBKO CYETOB HAa KOTOPBIX
AKKyMYJIUPYIOTCS  JIEHEKHBIE CpEeJlCTBA.
BrocnenctBum nmaHHBIE CcYeTa HCIOJB3Y-
IOTCS JUISl IPOBEeHUST (PMHAHCOBBIX OTIepa-
U TI0 TPUOOPETEHUIO PA3IMYHBIX KPUIITO-
BAJIIOTHBIX ()OPM B PyOJICBOM SKBHBAJICHTE
Ha Ethereum, burtkoiin, Monero, Litecoin,
Zcash, Ripple, Dash. KpunroBanora ak-
THBHO HCIIOJB3YETCs JINIIAMH, OCYIIECTBIIS -
IOIIMMH HE3aKOHHYIO MPOJIaXKy HAPKOTHKOB
B TCHEBOM cermeHrte cetu MHTepHeT. OHa
o0nagaeT OTPOMHBIMH NPEUMYIIECTBaMHU,
TaK KaK 0]l Hell HOHUMAIOTCS BUPTYaIbHbIE
JICHEe)KHBIE CPEJICTBA, HE NMEIOIINE MaTEPH-
aJTBHOTO BBIpAXEHUS U QU3NUECKOU POPMEI.
Tem cambIM 1 KPUOTOBATIOTH XapakTe-
peH YpOBEHb aHOHMMHOCTH, HE3aBHCH-
MOCTh OT HAaIHOHAJIBbHOW BaNIOTHI, 3alU-
HICHHOCTh, HEOOPaTHUMOCTh OIepaluid, aB-
TOHOMHOCTH M YCJIOBHOCTb.

Ko Bcemy sTOMy B mpoTHBOAECHCTBHH
KPUITOBAJIIOTHON HAPKOTOPTOBJIE OOJIBIIOE
3HaueHue mpuodperaeT mpobiema OTCYT-
CTBHS y COTPYIHUKOB
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NpPaBOOXPAHUTEIBHBIX OpPraHOB HEOOXOIH-
MBIX 3HaHWW, Kacaromuxcsd uGpoBoi
HAJIMIHOCTH M paboTwl ¢ Hell. Ha mpakTuke
BO3HHMKAIOT HEMaJl0 BOIIPOCOB OOHapyxe-
HUS ¥ U3BSTUSA BUPTYAIbHBIX HIH(PPOBHIX Je-
HEXHBIX CpeACTB. IMEHHO MO3TOMY Ba)HO
MOBBIIIATH 3HAHUS W TOATOTOBKY COTPYI-
HUKOB B 00;1aCTH HHPOPMAIIMOHHBIX TEXHO-
JOTHH U nporpamMmMupoBaHud. CiencTBUeEM
BBINICYKA3aHHBIX MPOOIIEM SIBISETCS OTCYT-
CTBHUE 3apETHCTPUPOBAHHBIX CIIy4aeB U3bs-
THS KPHUNTOBAIIOTHl B KAa4YECTBE HEJETalb-
HOTO J0XoJa OT cOBITAa 3alpemeHHBIX B
rpaxJaHCKOM 000pOTE CPEICTB U BEIIECTB.

B Crpaterun ['ocynapcTBEeHHOW aHTH-
HapKoTH4YecKol nmoautuku Poccuiickoit Pe-
nepanuu Ha nepuon 1o 2030 roga' ykasano,
YTO BO3HUKHOBEHHUE HOBBIX U MOJEPHU3AIHS
yK€ HUMEIOUINXCS CHOCOOOB COBEPIICHUS
IPECTYIUIEHUM OpraHM30BaHHBIMHM IPYyII-
[IaMU C HCIIOJIb30BAaHMEM HHHOBAalIMOHHBIX
KOMMYHHMKAllHOHHBIX TEXHOJOTHH U ceTeil
BBICTYTAIOT OJTHOW U3 CaMbIX 31000 THEBHBIX
yIp0o3 HAIIMOHAIHHOW 0€30MMacHOCTH B chepe
KOHTPOJISI U IPOTUBOIEHCTBUSA HE3AKOHHOMY
000pOTYy HapKOTHYECKHX CPEICTB, MCUXO-
TPOTHBIX BEIIECTB U UX aHAJIOTOB.

B HayuHBIX Tpyaax paccMaTpHUBAaETCA U
AHAIM3HUpYETCsl TOYKa 3pEHMs, KOoTopas
npearnosiaraeT BHeAPEHUE U MOCIenyollee
MCIIOJIb30BaHNUE COBPEMEHHBIX TEXHOJIOTHI
MHTEJUIEKTYyalbHOTO aHaju3a B pa3paboTke
MH)OPMALIMOHHO-aHAIUTHYECKUX  CeTel,
MO3BOJISAIOMMNX  OCYHIECTBUTH  BBICOKO-

3()PEeKTUBHBII MOHUTOPHHT HWH(MOpMAIIH-
OHHO-TEJIEKOMMYHUKAIMOHHOU cetu UH-
TEepHET 10 BOIIpocaM HapKocHuTyanuu B Poc-
culickoil @enepaivu U BbIJIBUKEHUN METO-
UK OOpBOBI C MaHHBIMU BUAAMH HPECTYII-
JICHUH.

[MogoOHas mpakTHKa yCMENHO UCTIOJIb-
3yeTcs B 3apyOekHbIX cTpanax?. Hampumep,
yueHsle amepukaHckoro KopHemnckoro
yauBepcuteta B 2017 1. co3mamm Tpo-
TPaMMHYK) CHCTEMY MCKYCCTBEHHOI'O WH-
TEIJUICKTa, KOTOpas MO3BOJISET MO myOiauKa-
UM, JaKaM U aKKayHTaM I0Jb30BaTeei
BCEMUPHONW ceTu HHTEpHET YCTAaHOBUTH
HaJIMYK€ y HUX CKIIOHHOCTH K TOTPEOJICHUIO
aJTKOTOJBHBIX HANUTKOB, Ta0ayHBIX H3Je-
JIUH, a TAaKKe HAPKOTHIECKUX CPENICTB, ICH-
XOTPOIHBIX BEUIECTB U UX aHAJIOroB. biaro-
JIapsi IPUMEHEHUIO NaHHOU CHUCTEMBI, YK€
UMEIOTCS TIOJOXKHUTEIbHBIC OMBITHI BBISBIIC-
HHSI HAPKO3aBUCUMBIX JIUIl ¥ TIPEIYIIPEKIC-
HUsSI HE3aKOHHOMY O0O0OpOTY HapKOTHKOB.
CrnenoBaTenbHO, CO37aHHWE U NPUMEHEHHE
CHCTEeMaTHU3UPOBAHHOTO MeXaHU3Ma
HEHPOCETEBBIX TEXHOJOTUU MO3BOJUT Mpa-
BOOXPAaHUTEJIBHBIM OPraHaM OINEPaTUBHO U
3((heKTUBHO OCYIIECTBIATh YCTAHOBJICHHE
JapKHET-MapKETIUIPMCOB U HAPKOMAPKETOB
M0 IPOJa’Ke HApKOTHKOB B ceTU HTEpHET.
K tomy xe 310 Oyner crnocobcTBOBATH IMO-
BBINICHUIO PE3YJIbTATUBHOCTH MPOTHUBOICH -
CTBUS HE3aKOHHOMY OOOpOTYy HapKOTHYe-
CKHUX CPEJICTB U MOHUXEHUIO YPOBHS HapKO-
THU3allMU HaceJleHus.

Yymapoea E.IO.,

KaHONUJAT IOPUANYECKUX HAYK, JOLEHT
Cubupckuii ropuanueckuit unctutyT MBJl Poccun (r. KpacHosipck)

AKkTyanbHble Nnpo6nembl NpaBOBOro perynmpoBaHus AeATENbHOCTN LEHTPOB
BPEMEHHOTO COAepXaHUA ANA HECOBEPWEHHONETHUX NPpaBOHapywuTenen

Poccuiickas cucrtema mnpoUIaKTUKH
0e3HA30PHOCTH U MPABOHAPYIICHUIN HECO-
BEPIICHHOJIETHUX BKJIOYAET TaKUE CHelHa-
JTU3UPOBAHHBIE YUPEKICHUSA, KaK IEHTPHI
BPEMEHHOI'O COJACPXKaHUs JJs1 HECOBEpP-

IIEHHOJICTHUX NPaBOHAPYIINUTEICH OpraHOB
BHyTpeHHUX nen (nanee — UBCHII) u cne-
nuajgbHble y4eOHO-BOCIUTATEIbHBIE Yyupe-
KJIEHUS  3aKpbITOr0 THma (mamee —
CYBVY3T).
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